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•  More	than	1.75	million	roboNc	procedures	since	2000	
•  Various	surgical	special5es:		

–  Gynecology,	Urology,	General,	Cardiothoracic,	Head	and	Neck	
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RoboNc	Telesurgical	Systems	
	

	

•  More	than	1.75	million	roboNc	procedures	since	2000	
•  Various	surgical	special5es:		

–  Gynecology,	Urology,	General,	Cardiothoracic,	Head	and	Neck	
	

•  Over	10,600	adverse	events	reported	to	the	FDA	
–  9,382	(88.3%)	involved	device	and	instrument	malfunc5ons	
–  536	system	errors	detected	during	procedures,	leading	to:	

•  Manual	system	restarts	(43%)	
•  Conversion	to	non-robo5c	methods	(61.5%)	
•  Rescheduling	(24.8%)	

	

BeMer	evaluaNon	of	safety	mechanisms	are	needed.	
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Designing	Safe	and	Secure	Surgical	Systems	

•  Tools	for	experimental	safety	and	security	
assessment	

•  Safety	monitors	for	early	detecNon/miNgaNon	
of	safety	hazards	and	security	exploits	

Analyzing	Past	Failures	and	Safety	Incidents	

•  Tools	for	automated	analysis	
of	incident	reports		

•  Systems-theoreNc	accident	
modeling	and	analysis	

Our	Research	
Assessing	Resilience	to	Safety	Hazards		

•  Hazard	analysis	to	idenNfy	unsafe	
scenarios	and	causal	factors	

•  So[ware	fault-injecNon	to	emulate	
realisNc	safety	hazards	

RAVEN	II	Surgical	Simulator
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In	this	Paper…	
A	systems-theore5c	approach	to	perform	targeted	fault	injec5on	
to	assess	safety	mechanisms	of	a	surgical	robot	

–  Case	study	on	RAVEN	II	Surgical	Robot	
	

•  IdenNfy	 potenNal	 causes	 for	 unsafe	 control	 acNons	 (safety	
scenarios)	using	STPA		
–  Including	SW/HW	interac5ons	and	human	operator	ac5ons	
	

•  Targeted	 fault-injec5on	 to	 emulate	 the	 idenNfied	 safety	
scenarios	by	inser5ng	faults	in	the	robot	control	sobware	

	

•  Quan5fying	the	efficacy	of	safety	mechanisms	by	iden5fying	
–  Undetected	safety	scenarios	
–  MiNgated	safety	scenarios	
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RAVEN	II	Telesurgical	Robot	
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RAVEN	II	Control	System	
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RAVEN	II	Control	System	
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Safety	Control	Structure	
Hardware	and	So[ware	Control	Loops	
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STPA	Hazard	Analysis	
Accidents	and	Safety	Hazards	
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Accidents:	
A-1.	Pa5ent	expires	during	or	aber	the	procedure.	
A-2.	Pa5ent	is	injured	or	experiences	complica5ons	during/aber	the	procedure.	
A-3.	Surgical	system	or	instruments	are	damaged	or	lost.	
	

Hazards:		
H-1.	Robot	arms/instruments	move:	

	-	to	unintended	loca5on	(H1-1),		
	-	with	unintended	velocity	(H1-2),		
	-	at	unintended	5me	(H1-3).	

H-2.	Robo5c	arms	or	instruments	are	subjected	to	collision/unintended	stress.	
H-3.	Robo5c	system	becomes	unavailable	or	unresponsive	during	procedure.	



STPA	Hazard	Analysis	
Unsafe	Scenarios	
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Unsafe	scenarios:	the	set	of	system	condi5ons	under	which	
the	control	ac5ons	could	possibly	be	unsafe	and	lead	to	
hazards.		
	

i)			a	required	control	ac5on	was	not	performed	
ii)		a	control	ac5on	was	performed	in	a	wrong	state	
iii)	a	control	ac5on	was	performed	at	an	incorrect	=me,		
iv)	a	control	ac5on	was	performed	for	an	incorrect	dura=on,		
v)		a	control	ac5on	was	provided,	but	not	followed	by	the	

controlled	process	



ii)		a	control	ac5on	was	performed	in	a	wrong	state	
	

A	motor	command	is	provided	by	control	sobware	when	the	
user	desired	joint	posi,on	is	at	a	large	distance	from	the	
current	joint	posi,on	
	
Poten,al	hazard:	H1-2	
Robot	arms/instruments	will	move	with		
an	unintended	velocity	

STPA	Hazard	Analysis	
Example	Unsafe	Scenario	
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STPA	Hazard	Analysis	
Example	Unsafe	Scenario	
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ii)		a	control	ac5on	was	performed	in	a	wrong	state	
	

A	motor	command	is	provided	by	control	sobware	when	the	
user	desired	joint	posi,on	is	at	a	large	distance	from	the	
current	joint	posi,on	
	
Poten,al	causes:		
•  Incorrect	console	inputs	
•  Faulty	control	algorithm	
•  Incorrect	process	model	
•  Faulty	USB	communica5on	
•  Physical	system	malfunc5on	



So[ware	Fault	InjecNon	Strategies	
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InjecNon	targets	in	the	robot	control	so[ware:	
•  Target	func5ons	and	variables	
•  Injec5on	triggers	
	

Example:	Faulty	USB	communica5on	
•  Func5on:	putUSBPacket	
•  Variables:	Joints	current	commands	
																							[Stuck	At	Random	Value]	
•  Triggers:	robot_state	=	Homing	
																						robot_state	=	Pedal	Up	



Abrupt	Jump	(H1)	
Faulty	USB	packets	sent	to	the	I/O	Boards	
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Link	to	the	video:	hjps://www.dropbox.com/s/rrx6f74xful38on/Sudden_Jump.mp4?dl=0	
	



Homing	Failure	(H3)	
Faulty	USB	packets	received	from	the	I/O	boards	

Link	to	the	video:	hjps://www.dropbox.com/s/0wa9evgwp9nr6k/Repeated_Homing.mp4?dl=0	
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Safety	Hazard	InjecNon	Framework	
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Fault	injectors	



Safety	Hazard	InjecNon	Framework	

18	

InjecNon	
targets	



Safety	Hazard	InjecNon	Framework	
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Microcontroller	for	stop/start	



Safety	Hazard	InjecNon	Framework	
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Trajectory	
generator	
and	results	
analysis	



Experiments	
21	

•  Emulated	45	safety	scenarios	by	injec5ng	faults	into	the	
RAVEN	control	sobware	

• 		25	loca5ons	within	13	sobware	func5ons	
• 		A	total	of	368	targeted	fault-injec5ons	
• 		Each	scenario	repeated	>	10	5mes	to	achieve	high	
confidence	in	the	observed	behavior	

	
	
	



Results:	
Undetected	Safety	Hazards	(1)	

Unintended	RoboNc	Movement	(H1)	–	Abrupt	Jumps	
Unintended	Collision	or	Mechanical	Stress	(H2)	–	Cable	breakage	
	

Example	scenarios:	
•  Inputs:		

–  IntermiBent	out	of	range	values	injected	into	the	posi5on,	orienta5on,	
and	foot	pedal	variables	

•  Control	algorithm:		
–  Random	torque	values	injected	to	the	joints	current	commands		
–  Stuck-at	faults	injected	to	the	es5mated	motor	veloci,es	

•  USB	interface:	
–  Faulty	packets	sent	to	the	motor	controllers	
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Results:	
Undetected	Safety	Hazards	(2)	

Unresponsive	RoboNc	System	(H3)	–		
Stuck	at	emergency	stop	or	so[ware	error	
	

Example	scenarios:	
•  Inputs:		

–  Stuck-at	faults	injected	into	the	posi5on,	orienta5on,	and	foot	pedal	
variables	

•  Control	algorithm:		
–  Stuck-at	or	intermijent	faults	injected	to	the	es5mated	motor	posi,ons	

•  USB	interface:	
–  Stuck-at	or	intermijent	faults	injected	to	the	packets	received	from	the	

motor	controllers	(never	finishes	homing)	
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Real	Incidents	in	RoboNc	Surgery	
Examples	from	FDA	MAUDE	database		
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Lessons	Learned	

VulnerabiliNes	in	the	Safety	Mechanisms:	
a)		Lack	of	monitoring	mechanisms	for	the	ini5aliza5on	(homing)	process.		
b)		No	safety	mechanisms	for	monitoring	the	USB	board	communica5ons.		
c)		No	hardware	detec5on	mechanisms	for	unsafe	motor	commands.		
d)		No	feedback	from	the	motor	controllers	and	brakes	to	the	PLC		
	
Robust	Safety	Mechanisms:	
a)	Robot	movements	cannot	start	without	the	start	signal	from	the	operator	
b)	PLC	engages	the	brakes	upon	loss	of	watchdog	(“E-STOP”)	or	foot	pedal	signals	

from	sobware	
c)	Sobware	only	sends	the	pedal	signal	to	the	PLC	when	the	foot	pedal	is	pressed	

and	it	is	not	in	“E-STOP”	or	“Init”	states.	
d)	Sobware	checks	the	status	of	PLC	on	every	cycle	to	immediately	follow	the	
state	transi5ons	of	the	robo5c	hardware.	

	

	

25	


